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cals quickly and accurately into a readily understandable
output predicting the various HME formulations whose
manufacture was contemplated by a would-be bomb maker,
along with an assessment of the relative likelihoods of each
such possible HME outcome.

33 Claims, 6 Drawing Sheets

Note: dashed steps are
optional to enhance
performance

Yes

Go to next
kev_lm this )
ME

Yes

Reset HM
and all HME outcomes

A chemical’s key is added
to/removed from the OML

Bln flags

—— =

...........

“““ buiag=,
current key within the LYes
\_ HME undertest? __;

No

+~ Sort OMLinfo ™,
1 descending order »

___________

erate througl
OML one key ata
time
ore keysin) o Y _____
No the OML? No Forthis key in the ™

OML, does it exist
in the IL?

Yes

ore keys in
the OML?

¥
} No

is Key
becomes the end
of the list for the
HME under test

in this

N°’More keys
LL HME?

current key within the current bin

Y
! Does current OML key match the
for the current HME under test?

lye

Found a matchl increment b¥e1
total score for the HME under test

found. This key becomes the end of the

lglark t}'\is bin for the HME under test as having
een
list for the IXME under test.

Rank
results

Scale
results

Filter

results

Display resul
in descending
order



U.S. Patent

Jul. 21, 2015 Sheet 1 of 6 US 9,087,300 B2

Figure 1
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1
METHOD TO PREDICT HOMEMADE
EXPLOSIVE FORMULATION OUTCOMES

Note: This application is a Continuation of application Ser.
No. 12/455,345, by the same sole inventor, Gregory Albert
Ouzounian, and claims priority from that application’s filing
date of Jun. 1, 2009. Examination was by Examiner Ababacar
Seck, Art Unit 2129.

FIELD OF THE INVENTION

The invention relates to the field of law enforcement and
anti-terrorism, more specifically to assessment of a threat
from persons seeking to produce homemade explosives.

BACKGROUND OF THE INVENTION

Law enforcement, the military and other government agen-
cies are commonly faced with the challenge of trying to
identify which, if any, dangerous homemade explosives
(“HMESs”) someone may be trying to formulate from a given
set of chemical ingredients, as for example those found at the
scene of a crime, or a raid (the Observed Materials).

As there may be many potential precursor materials found,
and there are many explosive formulations, each with mul-
tiple primary and secondary source materials, that a would-be
bomb maker may be using, this task is both analytically
difficult and extremely time consuming to accomplish, and
virtually impossible to do at the scene of the raid or seizure,
except in the case of the very simplest of explosive formula-
tions, such as ammonium nitrate and fuel oil, which combine
to form the binary explosive commonly referred to as ANFO.
This problem has significantly hindered the responsible sol-
diers’ or law enforcement officers’ performance of their
duties in this regard, for many years. Previous to this inven-
tion, making an assessment about what HMEs, if any, had
been contemplated by the owners of a cache of chemicals
required the person seeking such an assessment to send the
inventory of materials to one of a small number of explosives
experts at an agency like the FBI or BATF, where the expert
would attempt to intuit, from his or her experience, what the
would-be bomb makers were up to, in terms of intended
end-product explosives. So far as applicant is aware, no even
moderately comprehensive database of all known explosives
precursors existed—the closest thing known to the applicant
is a small 2-sided card handed out by the FBI, entitled
“Improvised Explosives Threat Card,” listing fewer than 20
commonly seen HME’s and only their, typically two to four,
primary preferred ingredients.

With the rise of terrorism and the Global War On Terror,
U.S. and allied military forces, and other military and law
enforcement organizations, and even emergency responders,
have compelling operational reasons to be concerned about
potential HME formulations. A typical scenario may involve
a raid on a location or facility where the raiding forces come
across a cache of chemicals. The ability to virtually combine
these chemical components, on the spot, and thereby rapidly
and accurately predict what were the most likely explosive
formulations, if any, being manufactured (e.g., TNT, TATP,
ANFO etc.), would provide valuable, timely, insight and situ-
ational awareness that is not currently available.

What is needed is a method and an apparatus for perform-
ing that virtual combination of discovered potential HME
ingredients, so as to quickly and accurately predict the vari-
ous explosive formulations whose manufacture was or may
have been contemplated by the materials’ users, along with an
assessment of the relative likelihood of each such possible
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outcome, and to make that prediction and assessment imme-
diately available to the user, in a readily understandable form.
Preferably, it should be possible to perform the analysis and
reach those conclusions right at the scene of the chemical
cache under investigation.

SUMMARY OF THE INVENTION

This need, and others that will become apparent, are met by
the current invention. A main object of the invention is to
transform a raw list of materials found to be present in a
chemical cache discovered in a raid or other investigation,
into a comprehensive, detailed, easily understandable assess-
ment of which homemade explosives formulations may have
been the intended products of the persons in possession of the
materials, and the relative likelihoods of those various HME
formulations. Another object of this invention is to permit this
assessment to be performed easily, at the scene of the raid or
chemical cache under investigation if appropriate, by allow-
ing the method to be carried out on a device sufficiently
portable to be easily carried to the location, or even be carried
at all times, by a user. Another object of this invention is to
allow this assessment to be performed quickly, with results
available in a matter of seconds after entry of the final
observed material under evaluation. Another object of the
invention is to permit the user to perform “what-if” tests on
the chemical inventory found, by adding or deleting real or
hypothetical chemicals to the list of observed materials, and
immediately see the impact of such changes on the relative
likelihoods of various HME formulations.

The invention utilizes a digital computer, comprising user
input and output devices, memory, and processing devices,
which is programmed to perform the following operations:

(1) storing a database (the “Chemicals Database”) of
chemicals, comprising known source chemicals from
which specific HMEs can potentially be created,

(2) storing a database (the “HME Database™) comprising
HMESs of interest and their formulations, i.e., the source
chemicals from combinations of which each HME of
interest can be made,

(3) permitting a user to utilize a user input device (and the
term “user input device” includes not only a keyboard,
stylus, touchpad, or other device to manually enter the
data, but also potentially a port permitting external
devices such as chemical sensors that identify, by IR
spectroscopy or other methods, the chemical species
under investigation) to select from among the chemicals
included in the Chemicals Database those chemicals
actually present in a chemical cache of interest, or addi-
tional hypothetical chemicals as to which the user
wishes to see how results would differ were they also
present, and adding those selected chemicals to an
Observed Materials List (OML), which is then stored in
computer memory,

(4) utilizing an algorithm created for the purpose to model
probable HME formulation outcomes associated with
the source chemicals found to be present, i.e., to deter-
mine what possible HMEs, if any, were intended to be
produced from the reported source chemicals, by com-
paring the Observed Materials List to the HME Data-
base, and calculating the relative likelihoods of each
possible HME formulation, and,

(5) utilizing a user output device to present the resulting
relative likelihoods of each such possible HME formu-
lation to the user in an easily understandable form.

These steps are carried out anew each time a new Observed
Material is added to, or a previously selected material deleted
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from, the OML, to permit real-time “what-if” testing of real
and hypothetical combinations of found chemicals.

It will be apparent that, with the addition of appropriate
databases structured like the HME database, and the addition
of source chemicals to the Chemicals Database, the same
invention can be advantageously used to predict formulation
outcomes for other varieties of dangerous or unlawful sub-
stances, such as chemical warfare agents, or narcotics or other
illicit or unlicensed drugs, from inventories of potential
source materials in a chemical cache, or even perform these
additional evaluations at the same place and time, and on the
same apparatus, as the HME formulation evaluation, analyz-
ing a single set of observed materials for their association
with these other products as well.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a block diagram outlining the steps of the
instant method, including the optional use of an Inclusion List
to check whether there is a need for further processing of a
given Observed Material by determining whether it is
included in any HME formulation of interest, and also includ-
ing the optional performance-improving stratagem of per-
forming the comparison between the chemical keys on the
Observed Materials List and those listed under each HME in
the HME Database, with the former listed in descending and
the latter in ascending order, resulting in fewer wasted search
steps.

FIG. 1(a) shows a flow chart outlining the steps of the
instant method in simplest form, in which none of the optional
computer performance enhancing features have been incor-
porated.

FIG. 1(b) shows an exemplary structure of a HME Data-
base, showing the HME source materials organized by HME
formulation, and each formulation organized by bins, each
containing a primary and multiple secondary source materials
for that HME formulation.

FIG. 1(c) illustrates a specific embodiment of a HME Data-
base for this invention, for an exemplary HME known as
“APE.”

FIG. 2 illustrates more fully the performance-enhancing
method, shown in FIG. 1 and discussed above, of conducting
acomparison between lists of unique keys representing mate-
rials on the Observed Materials List and those representing
known source chemicals in HME formulations from the HME
Database, by arranging in descending key order the OML list
of source chemical keys before making the comparison to
keys, arranged in ascending key order, in each HME formu-
lation.

FIG. 3 shows a typical user output device screen, showing
the HME formulation results of applying the instant method
to a given sample set of Observed Materials.

DETAILED DESCRIPTION OF THE INVENTION,
INCLUDING DRAWINGS

The invention is described in more detail below:

The process requires providing a digital computer, with the
required resources of processing devices, memory, and user
input and output devices, that is programmed with machine
instructions by which it carries out the following steps:

First, the computer must store in memory a Chemicals
Database, a large reference database of chemicals, including
source chemicals known to be used in the formulation of
HMEs, with each listed source chemical represented by a
unique key.
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This Chemicals Database could conceivably comprise
only the primary ingredients, or primary source chemicals,
preferably used in directly formulating the explosives; how-
ever, in a highly advantageous embodiment the database also
includes known secondary source chemicals, or alternative
chemical ingredients that can, either as-is or with limited
preliminary synthesis, be used to substitute for one or more
primary ingredients in the manufacture of specific HMEs,
again with each source chemical represented by a unique key.
This proves useful, when, for example, the would-be explo-
sives maker has found that the primary source chemicals are
not readily available, or has concluded that the act of obtain-
ing them, especially in large quantities, might itself arouse
suspicion.

This, of course, results in a much larger Chemicals Data-
base, including known primary and secondary source chemi-
cals, and therefore potentially including many fairly ordinary
chemicals which, again, may otherwise not have been sus-
pected of potentially having application in the manufacture of
HMEs.

In a highly advantageous embodiment, the Chemicals
Database, available to users for choosing materials to be
added to the Observed Materials List, also encompasses, in
addition to the proper chemical name of each such source
chemical, other terms by which each material might be iden-
tified by the user, including, where appropriate, trade name,
CAS Registry® number assigned by the American Chemical
Society, UN ID number assigned by the United Nations Com-
mittee of Experts on the Transport of Dangerous Goods, and
RTECS (Registry of Toxic Effects of Chemical Substances)
number, as well as phonetic spellings of chemical names and
trade names, all associated with the same unique key as their
respective chemical names. Selection of any such identifier
from the Chemicals Database results in the addition of the
selected chemical and its unique key to the Observed Mate-
rials List.

In another advantageous embodiment, the Chemicals
Database is expanded to include additional chemicals of
interest that may also be encountered at the search site or
chemical cache being investigated. This permits the database
to be used for purposes other than just predicting HME for-
mulation outcomes. In one advantageous embodiment, the
instant method is integrated in a single apparatus with meth-
ods for making other determinations with respect to the con-
tents of the chemical cache, including whether some of those
contents are themselves hazardous materials, and if so how to
deal with them, quite aside from their possible status as HME
precursors.

As noted earlier, in another advantageous embodiment, the
same Chemicals Database can also encompass known pre-
cursors for other substances of concern, such as chemical
warfare agents or illegal drugs. Used in conjunction with
additional databases paralleling the HME Database for such
substances, the method can, operating in the same manner, be
used to predict formulation outcomes for those substances,
based on the Observed Materials picked from an expanded
Chemicals Database. In addition, because the HMEs them-
selves are dangerous chemicals, and may also be present in
the chemical cache, with or without their source chemical
precursors, in another advantageous embodiment, the Chemi-
cals Database also encompasses many common HMEs them-
selves, both to allow their selection as Observed Materials for
purposes of HME formulation outcomes (for those, like picric
acid, that are both HMEs themselves and source chemicals
for more complex HME formulations), and to permit their
selection for purposes of another, optional program that can
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be installed on the same digital computer, that provides char-
acteristics, blast radiuses, etc., for explosives found at the site.

Each listed chemical in the Chemicals Database is assigned
asingle, unique key, an identifier specific to that single chemi-
cal. That unique key for each chemical in the Chemicals
Database could be any unique set of symbols, letters, alpha-
numeric characters or words, or numeric values, so long as
each is associated with one, and only one, chemical in the
Chemicals Database. In a particularly advantageous embodi-
ment, that unique key associated with each listed chemical is
an integer.

Second, the computer must also store in memory an HME
Database, a database of materials used as source chemicals in
the formulation of any of the HMEs of interest. Each such
source chemical is assigned a unique key, identical to the one
assigned to the same source chemical when it appears in the
Chemicals Database. Again, to maximize its usefulness, the
HME Database also incorporates both primary source chemi-
cals and the secondary, alternative, source chemicals, if any,
which can replace the preferred primary source materials,
either by being directly substituted for the primary source
materials in a primary chemical process producing the explo-
sive, or by being transformed, in some preliminary reaction
step, into a primary source chemical, which is then used in the
primary chemical process for formulation of the HME sought
to be produced.

In the HME Database, the known source chemicals for
each HME formulation are grouped together, and, within an
HME formulation, are grouped into separate “bins,” with
each bin containing the unique key representing a known
primary source chemical required for that formulation, along
with the unique keys representing all the secondary source
chemicals that could be used in lieu of that primary source
chemical, in that HME formulation.

Fourth, the computer is programmed to permit a user, uti-
lizing the computer’s user input device, to select from among
the entries in the Chemicals Database, creating and storing in
the computer memory a list, the Observed Materials List
(OML), of materials to be analyzed. The computer places
each such chemical (along with its unique key, though that
key is itself not seen or selected by the user) on the OML. In
one advantageous embodiment, the computer’s user input
device is a chemical sensor that automatically identifies the
found chemical under evaluation, and transmits that identifi-
cation directly to the digital computer, which then adds it,
with its unique key, to the OML.

In a highly advantageous embodiment, a separate Inclusion
List (“IL”) is created and stored in the computer memory,
comprising the unique keys of all source materials, primary
and secondary, that are used in any of the HME formulations
and therefore present in the HME Database, with each key
listed only once. The following description of the comparison
steps assumes the existence of such an Inclusion List, which
allows a substantial performance improvement by avoiding
the need to perform repeated searches for chemicals which
aren’t present in any HME formulation. However, the process
can also be carried out without the use of such a list by simply
skipping the step requiring checking a key representing a
material on the Observed Materials List against the keys on
the Inclusion List.

Fifth, the computer performs a comparison between each
of the unique keys representing chemicals on the Observed
Materials List (which also appear on the Inclusion List, if
such an Inclusion List is being used), and the list of keys
representing source chemicals in the HME Database, to deter-
mine which of the known HMEs have formulations that
include at least one chemical placed on the Observed Mate-
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rials List, and to calculate, using the algorithm described
below, the relative likelihoods that the respective potential
HMEs were those intended to be formulated from the
observed source chemicals.

Ideally, the list of chemicals selected from the Chemicals
Database for inclusion on the Observed Materials List would
perfectly match one, and only one, explosive formulation
identified in the HME Database. However, in the real world,
some of the required source chemicals for a given formulation
may not be found, even as secondary source materials; and
some of'the source chemicals found may have potential appli-
cation to formulating more than one of the HMEs in the HME
Database—potentially some having simple binary formula-
tions, and some having more complex formulations, requir-
ing additional source chemicals.

For example, if an explosive formulation uses picric acid as
a necessary ingredient, the algorithm needs to account for the
fact that a would-be explosive maker who was not able to
obtain picric acid may nevertheless be able to use secondary
ingredients to make picric acid, and then use that synthesized
picric acid in the primary chemical process. As another
example, the explosive TATP has as its necessary ingredients
hydrogen peroxide, acetone, and sulfuric acid. Someone try-
ing to formulate TATP may have difficulty obtaining high
grade sulfuric acid, so may instead resort to using battery acid
solution. Or, they may be unable to acquire high concentra-
tion hydrogen peroxide, and so may substitute the lower
strength hydrogen peroxide that is commonly used in the
beauty supply industry.

Thus, a critical part of the algorithm is that it must be able
not only to rank the likelihood of the various possible formu-
lations based on perfectly matching chemical components,
but also to compensate by considering secondary chemicals
that can, either in original form or given a bit of additional
synthesis, be used as reasonable alternatives for critical pri-
mary HME ingredients. It must also handle situations where
some necessary source materials are missing altogether, even
when taking into account all known secondary source mate-
rials. Finally, it must differentiate, in evaluating likely HME
outcomes, among multiple formulations, utilizing overlap-
ping sets of source chemicals.

In its simplest form (FIG. 1(a)), chemicals on the observed
materials list are compared with the HME formulations in the
HME Database to determine the relative likelihoods that the
observed materials were intended to be used to create specific
HMEs, and the results are displayed for a user.

In a specific embodiment, the HME database is organized
by HME (FIG. 1(54)). Each HME is in turn organized by a list
of'primary chemicals that are the components of each specific
HME formulation. Each primary component is accompanied
by alist of secondary/alternative chemicals that can be used in
place of the primary component. The organization of the
HME database shown in FIG. 1(b) is for illustrative purposes
only, and the actual HME database can be organized in alter-
native ways inside the device.

FIG. 1(b) is a diagram illustrating a simplified organization
of an HME database for the present invention. The HME
database 200 includes HME formulations 202. Each HME
formulation includes an HME score 204 and one or more bins
206, each listing one primary source chemical, and any num-
ber of secondary/alternative source chemicals that, together,
make up the HME formulation. Each bin includes a bin flag
208. An actual implementation of an HME database may of
course differ from that illustrated in FIG. 1(b), which is
merely intended to show the elements of an HME database. In
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the real database, chemicals within a bin 206 will be repre-
sented by the unique chemical keys assigned in the Chemicals
Database.

FIG. 1(c) is a diagram illustrating a specific embodiment of
an HME database for the present invention. HME database
300 includes multiple HME formulations, of which a atypical
formulation, 302, for the HME known as APE, is shown.
Chemical keys 304 define possible components of APE, of
which there are four required, represented by bins 0 through
3 (reference numeral 306). The primary source chemicals for
each bin are indicated by the presence of a 1 (as at 308) in the
right-hand column, opposite one of the 4 bin numbers. The
chemical keys have been sorted into ascending numerical
order to implement one performance-enhancing feature of the
invention.

The comparison algorithm utilized by the computer, in one
preferred embodiment, operates as follows, as illustrated by
the flow chart presented as FIG. 1:

a. Starting with the first key representing a chemical placed
in the OML, compare that OML key with the keys on the
Inclusion List (IL) (again, assuming the use of such an
Inclusion List as a performance enhancement—if an IL.
is not used, then, for each new OML key, this prelimi-
nary step of checking it against an IL is simply skipped.
In another advantageous performance-enhancing
embodiment, the OML keys are, for purposes of a later
comparison step, sorted in descending order.)

b. If the OML key does not match any key on the Inclusion
List, proceed directly to the next sequential OML key,

c. If the OML key does match a key on the Inclusion List,
compare that key sequentially, in key order, to the keys
associated with each of the HME formulations within
the HME Database,

d. Each time a match is found between an OML key and a
key representing either a primary source chemical, or
any one or more of the secondary source chemicals, in a
given HME bin (containing a primary source chemical
and any number of secondary source chemicals), award
its HME 1 point, flag that bin within that HME formu-
lation as being found, indicating that no further compari-
sons are to be made between OML keys and any of the
remaining HME keys within that bin, and proceed to
compare the OML key with the keys in the unflagged
bins in the remaining HME formulations in the HME
Database.

e. Continue in like manner, comparing each new OML key
first to the keys on the Inclusion List, if applicable, and
then, if it matches a key on the IL, comparing it sequen-
tially to the keys in unflagged bins in each HME formu-
lation in the HME Database, and, for each HME bin in
which a match between an OML key and an HME source
chemical key is found, adding 1 point to the score of that
HME, and flagging the bin as having contained a match
to an OML chemical, so that HME bin will not be
searched further for that OML key, or for any subsequent
OML key.

Note that the process does not add additional points to an
HME formulation for finding either both a primary and a
secondary, or multiple secondary, source chemicals, in an
HME bin (nor does it even search for such additional matches,
once a single match is found in a given HME bin), so the
maximum score for any HME is equal to the number of bins
of primary and secondary source chemicals associated with
that HME on the HME Database. Once a match is found
between the Observed Materials List key and the key for a
primary source chemical for an HME, the computer does not
continue the search through the secondary source chemicals
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for that HME. Similarly, once a match is found between the
Observed Materials List key and the key for any one second-
ary source material in an HME bin, the computer does not
continue the search through the remaining secondary source
chemicals in that HME bin. Once all the bins for an HME
formulation that were not previously flagged as found have
been checked against the OML key, the search continues
sequentially through the remaining HME formulations, then,
with the next OML key, sequentially through all the HME
keys in unflagged HME bins, and so on until all materials on
the Observed Materials List (that are also on the Inclusion
List, if used) have been checked for matches to any of the
HME formulations.

FIG. 1 shows a block diagram flow chart of the process,
which incorporates the performance enhancements of using
an Inclusion list, stopping searching further within an HME
bin when any one match has been found to an OML key in that
bin, flagging a bin in which a match is found so that it will not
be subject to future searching, and inverting the keys in the
OML so that, in searching HME formulations, the bottom of
the list for an HME formulation moves up each time a match
is found to a key under that formulation, or when the OML
key is less than the current key within the HME under test.

f. When the comparison is complete, for each HME having
at least one source chemical key from the HME Data-
base that matches a key representing a chemical found
on the Observed Materials List (i.e., at least one flagged
bin), calculate that HME’s percentage score—the point
score of that HME divided by the total number of HME
bins of source chemicals in that HME’s formulation,
multiplied by 100.

For example, the formulation for a simple binary explosive
HME has just two bins, so if a match to an OML chemi-
cal is found in each of the two bins, that HME’s score is
100%. If a different HME has four bins, each with one
primary and any number of secondary source chemicals,
and the comparison shows that the Observed Materials
List includes matches to the primary source chemical in
one bin, to at least one secondary source chemical each
from two more of the bins, and to no source chemical
from the fourth bin, its percentage score would be ((1+
1+1 bins)/4 bins)x100%=75%.

An additional, optional, speed enhancement to the match-
ing process can be achieved when, in a particularly advanta-
geous embodiment illustrated in FIG. 2, the keys representing
the Observed Materials List are arranged in descending order,
and the list of keys in the HME Database are arranged in
ascending order within each HME formulation, and the com-
puter is programmed to start the search with the highest key
on the Observed Materials List, and search each HME for-
mulation in the HME Database, is where the keys for each
HME are arranged in ascending order within that HME, for
matches in descending order, against the OML’s descending
order list of keys. In this manner, since the keys match for the
same chemical on each list, once the computer has completed
searching the HME Database, matching the largest Observed
Materials List key, and then ceasing searching the (now
flagged) HME bin in which the match was found, each sub-
sequent search for a match within an HME formulation to the
next, always smaller, Observed Materials List key need pro-
ceed only as far down the HME key list for that HME as the
key belonging to the last HME key for which a match was
previously found, or the first HME key that is less than the
OML key, whichever is encountered first, and then stop.

In FIG. 2, in searching for the first OML chemical, key 5,
the computer starts at the first HME key in this formulation,
onthe right, atkey 1. Iterating down toward the last HME key
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in this formulation, key 10, we find a match at key 5. This key
5 now becomes the bottom of the HME key list for this search,
since, due to the inverted order of the lists, the next key on the
OML cannot be any further down the HME list than key 5.
Thus the bottom HME key to be searched moves up as the
computer moves down through the list, in descending order of
OML keys. This reduces the number of iterations required to
search the HME key list for matches with the OML keys,
saving computational steps.

This inverted-list searching method, combined with termi-
nating the search for an Observed Materials List key as soon
as it is found to be absent from the inclusion List, ceasing to
search further within a bin once a match to an OML key has
been found in that bin, and skipping searching any HME bin
that has already been flagged as providing a match to any
OML key, greatly speeds the search process, and allows it to
be performed on a significantly less powerful digital com-
puter, e.g., a palmtop computer, or even an enabled cellular
telephone (though it can, of course, also be run on a more
powerful desktop or laptop computer). As previously noted,
FIG. 1 illustrates the operation of the search method with all
of those performance enhancements in place—the blocks
shown in dotted lines are those which represent these optional
performance enhancing features. As noted above, FIG. 1(a)
illustrates the search in simplest form, in which none of those
computer performance enhancing features have been added.

g. Calculate a weighted percentage score, or relative like-

lihood, of the respective possible HME formulations
(reflecting the reality that a would-be bomb maker
would typically not, for example, have additional HME
source chemicals present if the intent was only to make
a very simple formulation like the binary explosive
ANFO), by weighting each HME’s percentage score by
determining the HME with the largest total number of
HME bins having keys matching an OML key, i.e., that
with the largest point score, calculated as described
above, and then normalizing the percentage scores as
follows:
Weighted percentage score (relative likelihood) of
each HME=(Percentage score of that HME)x

((Point score of that HME)/(Maximum point
score achieved by any HME under evaluation)).

6. Rank the HMEs having any matches to the Observed
Materials List by their resulting weighted percentage scores,
or relative likelihoods, with that having the highest weighted
percentage ranking number one, the second highest number
two, and so on until all the HMEs having any source chemi-
cals matched to chemicals on the Observed Materials List are
accounted for, and list those HMESs in rank order.

7. Once the above analysis is completed, communicate the
results, in terms of weighted percentages and relative ranking
of the possible HME formulations, to the user via the pro-
vided user output device. This device would typically be a
readable computer screen, though any method of communi-
cating the results to the user could be substituted for, or used
in addition to, such a screen readout.

The results can be reported in any convenient form. In one
embodiment, the display would simply constitute a list of the
HMEs found to have some matches, with their respective
weighted percentage values, preferably in descending order
of' weighted percentage scores. In one advantageous embodi-
ment, the display would take the form of a bar graph, visually
highlighting the relative weighted percentage values for the
respective HMFEs as well as listing them, with the highest
weighted percentage score at the top, with the longest bar, the
second highest next, with the second longest bar, and so on.
Also, while the display could simply show all HMEs having
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any matches at all with the Observed Materials List, in one
advantageous embodiment the display would be limited to
some preset number of the HMEs with the highest weighted
percentage scores, in order to quickly focus the user on the
most likely HME formulations. In another embodiment, the
number of HMEs shown would, for the same reason, only
include those whose weighted percentage scores exceeded
some set value. FIG. 3 is a screen shot of a typical user output
device screen, showing the results of applying the instant
method to a sample set of Observed Materials, while running
on acurrent generation smartphone. Here the OML chemicals
are sulfuric acid, benzonitrile, nitric acid, cyanogens, and
liquid glycol ethers. In the illustration, number 1 indicates
that the user has selected to display HME formulation out-
come results. Number 2 displays that the user has highlighted
specific chemicals of interest, for inclusion on the Observed
Materials List (OML). Number 3 indicates that the user has
selected to view the probable outcomes, i.e., the most likely
HME formulations corresponding to the OML inputs. Other
options include viewing all possible HME formulations cor-
responding to these OML chemicals, or viewing a list of the
key components of a given HME formulation. Number 4
displays the output of the algorithm that models which spe-
cific formulations are the most likely intended HMEs to be
made from the selected set of chemicals. Here, the display
shows the several most likely HME formulation outcomes
corresponding to these source chemicals, which are picric
acid, nitroglycerin, nitrocellulose, HMTD, and the most
likely, with a weighted percentage score (relative likelihood)
ot 100%, is an explosive known as EGDN.

8. Repeat the preceding steps 3-7, first resetting all flags on
HME bins, then re-searching for matches between OML keys
and HME keys as described above, then recalculating the
point scores, percentage scores, weighted percentage scores,
and relative likelihood rankings, of the indicated HME for-
mulations as described above, and immediately displaying
the new results on the user output device, each time that a new
chemical from the Chemicals Database is added to the
Observed Materials List, or one of the previously entered
OML entries is deleted.

This process of recalculating the point scores, percentage
scores, weighted percentage scores, and likelihood rankings
of HME formulations, and displaying the new results in “real
time,” permits the user to “home in on” suspected HME
formulations, by selectively adding new items to the
Observed Materials List, to more quickly confirm that a sus-
pected HME is a likely formulation, or to perform “what if”
tests to test the viability of various formulation hypotheses by
adding or subtracting either real observed source chemical
species, or hypothetical source chemicals that the user judges
may clarify whether a particular suspected HME formulation
is a likely outcome.

While the invention has been described in relation to the
embodiments shown in the accompanying Drawing figures,
other embodiments, alternatives, and modifications will be
apparent to those skilled in the art. It is intended that the
Specification be exemplary only, and that the true scope and
spirit of the invention be indicated by the following claims.

I claim:

1. A system for predicting formulation outcomes for Sub-
stances of Concern (SOC) that correspond to a list of possible
source chemicals, comprising:

(a) a programmable platform including means for receiv-
ing a list of possible source chemicals and storing said
list in a platform memory;

(b) a SOC Formulations Database stored in a platform
memory;
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(c) programmable platform means for comparing the list of
possible source chemicals with the SOC Formulations
Database and for predicting the percentage score or rela-
tive likelithood of respective SOC formulation out-
comes; and

(d) programmable platform means for reporting said out-
comes 10 a user.

2. A system for predicting chemical formulation outcomes
for one or more Substances of Concern (SOC), comprising a
digital computer, with required resources of processing
devices, memory storage, and user input and output devices,
and programmed with computer instructions, to carry out the
following steps:

a. storing a SOC Formulations Database, containing source
chemicals for various SOC formulations, with each
chemical uniquely identified;

b. storing a Chemicals Database, in which chemicals that
are also source chemicals in the SOC Formulations
Database have the same identifiers as in the SOC Data-
base;

c. receiving an Observed Materials List (OML), consisting
of chemicals selected for analysis of their relationships
to the SOC formulations;

d. comparing the OML chemicals to the source chemicals
in the SOC formulations, calculating a percentage score
or relative likelihood score for each SOC formulation
based on the number of matches between that SOC’s
source chemicals and the OML chemicals; and

e. displaying the scores or a graphical representation
thereof of those SOC formulations on the user output
device.

3. The system of claim 2, wherein each formulation in the
SOC Formulations Database has its source chemicals divided
into bins, with each bin containing one primary source chemi-
cal and any number of secondary source chemicals capable of
being used, either directly or with limited preliminary syn-
thesis, in lieu of that primary source chemical for that SOC,
and wherein each SOC formulation receives a percentage
score calculated on the basis of the number of bins in that
formulation in which at least one primary or secondary source
chemical matches an OML chemical.

4. The system of claim 3, wherein, after calculating the
percentage scores of the various SOC formulations having at
least one match to the OML chemicals, the system also cal-
culates a weighted percentage score for each such SOC for-
mulation by normalizing that SOC’s percentage score against
that of the SOC formulation with the highest point score,
producing a relative likelihood of each SOC formulation cor-
responding to the OML chemicals, then ranks those SOC
formulations in order of their relative likelihoods, and dis-
plays the weighted percentage scores and rankings of those
formulations, or a graphical representation thereof, on the
user output device.

5. The system of claim 4, wherein, each time that a chemi-
cal is either added to or deleted from the Observed Materials
List, the scores, relative likelihoods, and rankings of the iden-
tified SOC formulations are automatically recalculated, and
the new results displayed on the user output device.

6. The system of claim 2, wherein, after calculating the
respective scores of the various SOC formulations having
matches to the OML chemicals, the system also ranks those
formulations in order of their scores, and displays the scores
and rankings of those formulations, or a graphical represen-
tation thereof, on the user output device.

7. The system of claim 2, wherein chemicals are placed on
the OML by a user entering them via the user input device.
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8. The system of claim 2, wherein chemicals are placed on
the OML by a user selecting them from the Chemicals Data-
base via the user input device.

9. The system of claim 8, wherein the Chemicals Database
also contains, associated with each uniquely identified
chemical, additional or alternative names and identifiers by
which that chemical is commonly known, including, where
each exists, its trade names, CAS Registry® number, UN ID
number, RTECS number, and phonetic spellings of both
chemical names and trade names, such that a user’s selection
of any such alternative name or identifier from the Chemicals
Database results in the addition of the corresponding
uniquely identified chemical to the Observed Materials List.

10. The system of claim 8, wherein the Chemicals Data-
base also incorporates hazardous materials and other Sub-
stances of Concern (SOC), to permit their selection from the
Chemicals Database for purposes of carrying out other pro-
cesses programmed on the same digital computer, assessing
the significance of the presence of said hazardous materials
and SOCs themselves, independent of whether such materials
are also source materials for any SOC formulations.

11. The system of claim 2, wherein the user input device is
a chemical sensor, which analyzes and identifies a sample of
a chemical, and inserts the chemical’s identification directly
into the Observed Materials List.

12. The system of claim 2, wherein the Chemicals Data-
base contains primary and secondary source chemicals from
the SOC Formulation Database.

13. The system of claim 2, wherein, each time that a chemi-
cal is either added to or deleted from the Observed Materials
List, the scores of the identified SOC formulations are auto-
matically recalculated, and the new results displayed on the
user output device.

14. The system of claim 2, wherein the Substances of
Concern (SOC) consist of one or more formulations of sub-
stances of concern, including but not limited to Home Made
Explosives (HME), Chemical Warfare Agents (CW), and
licit Drugs (ID).

15. The system of claim 2, wherein the Substances of
Concern (SOC) consist of one or more formulations of Home
Made Explosives (HME), Chemical Warfare Agents (CW),
and Illicit Drugs (ID).

16. The system of claim 2, wherein the provided user
output device comprises a display on which the output is in
the form of a graphical representation, visually highlighting
the relative scores for any SOCs found to have matches to any
OML chemicals.

17. The system of claim 2, in which the digital computer,
with required resources of processing devices, memory stor-
age, and user input and output devices, and programmed with
computer instructions for performing the specified steps,
takes the form of a handheld computational device.

18. The system of claim 2, wherein each formulation in the
SOC Formulations Database has its source chemicals divided
into bins, with each bin containing one primary source chemi-
cal and any number of secondary source chemicals capable of
being used, either directly or with limited preliminary syn-
thesis, in lieu of that primary source chemical for that SOC,
and wherein each SOC formulation receives a percentage
score calculated on the basis of the number of bins in that
formulation in which at least one primary or secondary source
chemical matches an OML chemical; and

wherein chemicals can be placed on the OML in one or

more of the following ways:

by a user entering them via the user input device,

by a user selecting them from the Chemicals Database via

the user input device, by a user utilizing a user input
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device which is a chemical sensor, and which analyzes
and identifies a sample of a chemical and inserts the
chemical’s identification directly into the Observed
Materials List; and

wherein, after calculating the percentage scores of the vari-
ous SOC formulations having at least one match to the
OML chemicals, the system also calculates a weighted
percentage score for each such SOC formulation by
normalizing that SOC’s percentage score against that of
the SOC formulation with the highest point score, pro-
ducing a relative likelihood of each SOC formulation
corresponding to the OML chemicals, then ranks those
SOC formulations in order of their relative likelihoods,
and displays the weighted percentage scores and rank-
ings of those formulations, or a graphical representation
thereof, on the user output device; and wherein, each
time thata chemical is either added to or deleted from the
Observed Materials List, the scores, relative likelihoods,
and rankings of the identified SOC formulations are
automatically recalculated, and the new results dis-
played on the user output device.

19. The system of claim 18, wherein the Chemicals Data-
base also contains, associated with each uniquely identified
chemical, additional or alternative names and identifiers by
which that chemical is commonly known, including, where
each exists, its trade names, CAS Registry® number, UN ID
number, RTECS number, and phonetic spellings of both
chemical names and trade names, such that a user’s selection
of any such additional or alternative name or identifier from
the Chemicals Database results in the addition of the corre-
sponding uniquely identified chemical to the Observed Mate-
rials List; and

wherein the digital computer, with required resources of
processing devices, memory storage, and user input and
output devices, and programmed with computer instruc-
tions for performing the specified steps, takes the form
of'a handheld computational device.

20. A method for predicting formulation outcomes for
Substances of Concern (SOC) that correspond to a list of
possible source chemicals, comprising using:

(a) a programmable platform including means for receiv-
ing a list of possible source chemicals and storing said
list in a platform memory;

(b) a SOC Formulations Database stored in a platform
memory;

(c) programmable platform means for comparing the list of
possible source chemicals with the SOC Formulations
Database and for predicting the percentage score or rela-
tive likelithood of respective SOC formulation out-
comes; and

(d) programmable platform means for reporting said out-
comes 10 a user.

21. A method for predicting chemical formulation out-
comes for one or more Substances of Concern (SOC), com-
prising providing a digital computer, with required resources
of processing devices, memory storage, and user input and
output devices, and programmed with computer instructions,
and having the computer carry out the following steps:

a. storing a SOC Formulations Database, containing source
chemicals for various SOC formulations, with each
chemical uniquely identified;

b. storing a Chemicals Database, in which chemicals that
are also source chemicals in the SOC Formulations
Database have the same identifiers as in the SOC Data-
base;
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c. receiving an Observed Materials List (OML), consisting
of chemicals selected for analysis of their relationships
to the SOC formulations;

d. comparing the OML chemicals to the source chemicals
in the SOC formulations, calculating a percentage score
or relative likelihood score for each SOC formulation
based on the number of matches between that SOC’s
source chemicals and the OML chemicals, and

e. displaying the scores of those SOC formulations, or a
graphical representation thereof, on the user output
device.

22. The method of claim 21, wherein each formulation in
the SOC Formulations Database has its source chemicals
divided into bins, with each bin containing one primary
source chemical and any number of secondary source chemi-
cals capable of being used, either directly or with limited
preliminary synthesis, in lieu of that primary source chemical
for that SOC, and wherein each SOC formulation receives a
percentage score calculated on the basis of the number of bins
in that formulation in which at least one primary or secondary
source chemical matches an OML chemical.

23. The method of claim 22, wherein, after calculating the
percentage scores of the various SOC formulations having at
least one match to the OML chemicals, the system also cal-
culates a weighted percentage score for each such SOC for-
mulation by normalizing that SOC’s percentage score against
that of the SOC formulation with the highest point score,
producing a relative likelihood of each SOC formulation cor-
responding to the OML chemicals, then ranks those SOC
formulations in order of their relative likelihoods, and dis-
plays the weighted percentage scores and rankings of those
formulations, or a graphical representation thereof, on the
user output device.

24. The method of claim 23, wherein, each time that a
chemical is either added to or deleted from the Observed
Materials List, the scores, relative likelihoods, and rankings
of the identified SOC formulations are automatically recal-
culated, and the new results displayed on the user output
device.

25. The method of claim 21, wherein, after calculating the
respective scores of the various SOC formulations having
matches to the OML chemicals, the system also ranks those
formulations in order of their scores, and displays the scores
and rankings of those formulations, or a graphical represen-
tation thereof, on the user output device.

26. The method of claim 21, wherein chemicals are placed
on the OML by a user entering them via the user input device.

27. The method of claim 21, wherein chemicals are placed
on the OML by a user selecting them from the Chemicals
Database via the user input device.

28. The method of claim 21, wherein the user input device
is a chemical sensor, which analyzes and identifies a sample
of a chemical, and inserts the chemical’s identification
directly into the Observed Materials List.

29. The method of claim 21, wherein the Chemicals Data-
base also contains, associated with each uniquely identified
chemical, additional or alternative names and identifiers by
which that chemical is commonly known, including, where
each exists, its trade names, CAS Registry® number, UN ID
number, RTECS number, and phonetic spellings of both
chemical names and trade names, such that a user’s selection
of any such additional or alternative name or identifier from
the Chemicals Database results in the addition of the corre-
sponding uniquely identified chemical to the Observed Mate-
rials List.

30. The method of claim 21, wherein the Chemicals Data-
base also incorporates hazardous materials and other Sub-
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stances of Interest (SOC), to permit their selection from the
Chemicals Database for purposes of carrying out other pro-
cesses programmed on the same digital computer, assessing
the significance of the presence of said hazardous materials
and SOCs themselves, independent of whether such materials
are also source materials for any SOC formulations.

31. The method of claim 21, wherein each formulation in
the SOC Formulations Database has its source chemicals
divided into bins, with each bin containing one primary
source chemical and any number of secondary source chemi-
cals capable of being used, either directly or with limited
preliminary synthesis, in lieu of that primary source chemical
for that SOC, and wherein each SOC formulation receives a
percentage score calculated on the basis of the number of bins
in that formulation in which at least one primary or secondary
source chemical matches an OML chemical; and

wherein chemicals can be placed on the OML in one or

more of the following ways:

by a user entering them via the user input device,

by a user selecting them from the Chemicals Database via

the user input device,

by a user utilizing a user input device which is a chemical

sensor, and which analyzes and identifies a sample of a
chemical and inserts the chemical’s identification
directly into the Observed Materials List; and

wherein, after calculating the percentage scores of the vari-

ous SOC formulations having at least one match to the
OML chemicals, the system also calculates a weighted
percentage score for each such SOC formulation by
normalizing that SOC’s percentage score against that of
the SOC formulation with the highest point score, pro-
ducing a relative likelihood of each SOC formulation
corresponding to the OML chemicals, then ranks those
SOC formulations in order of their relative likelihoods,
and displays the weighted percentage scores and rank-
ings of those formulations, or a graphical representation
thereof, on the user output device; and

wherein, each time that a chemical is either added to or

deleted from the Observed Materials List, the scores,
relative likelihoods, and rankings of the identified SOC
formulations are automatically recalculated, and the
new results displayed on the user output device.

32. The method of claim 31, wherein the Chemicals Data-
base also contains, associated with each uniquely identified
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chemical, additional or alternative names and identifiers by
which that chemical is commonly known, including, where
each exists, its trade names, CAS Registry® number, UN ID
number, RTECS number, and phonetic spellings of both
chemical names and trade names, such that a user’s selection
of any such additional or alternative name or identifier from
the Chemicals Database results in the addition of the corre-
sponding uniquely identified chemical to the Observed Mate-
rials List; and

wherein the digital computer, with required resources of
processing devices, memory storage, and user input and
output devices, and programmed with computer instruc-
tions for performing the specified steps, takes the form
of a handheld computational device.

33. A computer program product, stored on non-transitory
machine-readable media, the program comprising machine
executable instructions for predicting chemical formulation
outcomes for one or more Substances of Concern (SOC), that
correspond to a list of possible source chemicals, by carrying
out, on a digital computer, with required resources of process-
ing devices, memory storage, and user input and output
devices, and programmed with computer instructions, the
steps of:

a. storing a SOC Formulations Database, containing source
chemicals for various SOC formulations, with each
chemical uniquely identified;

b. storing a Chemicals Database, in which chemicals that
are also source chemicals in the SOC Formulations
Database have the same identifiers as in the SOC Data-
base;

c. receiving an Observed Materials List (OML), consisting
of chemicals selected for analysis of their relationships
to the SOC formulations;

d. comparing the OML chemicals to the source chemicals
in the SOC formulations, calculating a percentage score
or relative likelihood for each SOC formulation based on
the number of matches between that SOC’s source
chemicals and the OML chemicals, and

e. displaying the scores of those SOC formulations, or a
graphical representation thereof, on the user output
device.
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